This paper aims to assess whether 'revenge porn ' merits regulation in Scotland, and, if so, how this ought to be achieved. In doing so, this paper critically assesses 'revenge porn' from feminist perspectives to highlight the harms caused by the conduct, analyses the extent to which victims are adequately protected by the current legislative framework in Scotland, and discusses whether criminalisation is the most desirable method of regulation. Finally, an indepth comparative analysis of approaches to criminalisation in several other jurisdictions seeks to ascertain how Scottish legislation addressing 'revenge porn' could be effectively drafted. The paper concludes that 'revenge porn' is a form of "cyber-misogyny": one online example of gendered hatred, harassment and abuse primarily directed towards women and girls. In light of the severity of this behaviour, it's destructive impact on individual victims and on society as a whole; it is argued that criminalisation is the most appropriate method of regulation.
Introduction
The phenomenon colloquially known as 'revenge porn' can be defined as sexually explicit images, shared publicly online without the subjects consent. 1 Typically, the images are exchanged consensually during an intimate relationship and are unintended to be seen by anyone else. Nonetheless, 'revenge porn' can refer to a variety of scenarios; the images may be obtained by hacking or theft, the documentation of a sexual assault, or captured without the victim's knowledge. Given the range of scenarios typically referred to by the term "revenge porn", it arguably trivialises the matters involved and has been criticised as misleading. 2 Implicit in the term 'revenge' is a tacit justification of the violation, implying that the victim did something to cause the incident. In the words of Ellie Hutchinson at Scottish Women's Aid, "it's not about revenge and it's not about porn. It's about humiliation, manipulation, coercion and fear". 3 Many commentators therefore prefer the term 'non-consensual pornography' (henceforth referred to as NCP). When viewed from a feminist perspective, NCP can be considered as an online example of gendered hatred, harassment and abuse.
Although the distribution of NCP is not technically illegal in Scotland at present, it may fall under several offences in some instances. However, a recent rise in awareness of the issue, partly due to high-profile cases involving celebrities and growing public pressure from women's campaign groups and media outlets, has led politicians and scholars to push for its criminalisation. 4 Lord Advocate Frank Mulholland addressed this perceived inadequacy of existing remedies by announcing that formal attempts to introduce a new offence targeting NCP will be initiated. 5 This paper explores whether this type of conduct is worthy of regulation in Scotland, and if so, how this ought to be done.
The Phenomenon of 'Revenge Porn'
To assess whether NCP is worthy of regulation in Scotland, it is crucial to form an understanding of what this conduct 'is' and the effect it has, since this ultimately affects how it ought to be regulated. Although men are often victimised by the non-consensual circulation of sexual images, it appears to be a highly gendered activity disproportionately impacting women; one study has suggested that an estimated 90% of victims are female. 6 While it may initially seem peculiar that women and girls are predominately targeted, once viewed in a wider context of historical sexism, this seemingly coincidental gender disparity could be seen to be a depressing reflection of hostility directed towards women. "The Internet is a hall of mirrors… its use reflects the inequalities and injustices of the societies into which it is inserted…" 7 Not only are women more likely to be victims of NCP, but the consequences are also more severe for women than men, due to sexual double standards and deeply-ingrained beliefs that women's behaviour provokes sexual violence. The phenomenon of 'revenge porn' will thus be examined from feminist perspectives in order to consider how this conduct ought to be regulated, if worthy of regulation at all.
Cyber-Misogyny
Although NCP is often trivialised by commentators, this indifference is precisely the kind of attitude that has historically persisted towards many other 'women's issues'. 8 It took years of effort from women's movements and feminist activists to expose and to challenge rape, domestic violence, and sexual harassment as systematic and harmful, which previously were tolerated, trivialized, and dismissed. 9 Although domestic abuse is now recognised as a form of gendered violence and a "major public health and human rights problem", historically it was virtually ignored as a public policy issue. 10 It was regarded as a "private concern", which was neither serious nor criminal, until it was later framed as a form of gendered violence. 11 In a similar fashion to the historic use of this private/public dichotomy to trivialise domestic violence, a false dichotomy between 'offline' and 'online' worlds is often used to trivialise harms caused by NCP. 12 Nonetheless, violations of sexual autonomy online can have the exact same effects as those in 'the real world'. If NCP is reframed as a form of 'cyber misogyny', and the harms caused by it are illuminated, it may become evident that current norms of acceptable conduct must be changed. 13 NCP has not only been dismissed in the same way that domestic violence was historically dismissed, but it also often forms a tactic of abuse within domestic violence itself. In some cases, the images are the product of coercion, and in extreme instances the images may be a female-heavy sample, so should be viewed as estimations rather than facts until more reliable research is undertaken from a larger sample. documented sexual assault. 14 Abusive partners often threaten disclosure of intimate photos as a way of controlling someone within a relationship or after the relationship ends, 15 by turning the unwilling victim into sexual entertainment for strangers, with the sole purpose of intimidating, humiliating, silencing, and degrading them. In the same way that many feminists believe that sexual assault revolves around power and dominance rather than sex, many instances of NCP seem to be assertions of control, revolving around inherent disrespect for women's autonomy. 16 The UN Convention on the Elimination of Discrimination against Women described genderbased violence as violence "directed against a woman because she is a woman or that affects women disproportionately"; including acts that "inflict physical, mental or sexual harm or suffering, threats of such acts, coercion and other deprivations of liberty". 17 This definition is deliberately expansive to accommodate modes of sexual violence that are being uncovered with time, and NCP could be regarded as a form of gender-based violence that has emerged as technology has developed. 18 This gendered harassment does not seem to have materialized in a vacuum, but rather, is arguably a "manifestation of the historically unequal power relations between men and women". 19 In many cases, such conduct reveals efforts to use sexual humiliation to combat women's parity of participation in the public sphere, and the immediate, devastating, and irreversible effects of this conduct cannot be understated. 20 While anonymity allows Internet users to act out aggressions that they potentially never would in the 'real world', for women targeted by such behaviour, the tolls exacted on them emotionally, professionally, and even physically, are incredibly "real world". 21 NCP regularly destroys relationships, reputations, and careers. 22 Merely entering a victim's name into a search engine can display their sexual images, and recent research has shown that around 70% of employers have rejected applicants due to information found online. 23 It is also not uncommon for perpetrators to send images directly to the victim's friends, family and employer. 24 Lord Nicholls described reputation as "an integral and important part of the dignity of the individual", and it is the perpetrators reputation that should be left tarnished rather than the victim's. 25 NCP also threatens victims' safety by raising their vulnerability to offline stalking and physical violence. 26 The majority of victims have reportedly had their images posted next to their personal contact information, encouraging strangers to stalk and harass them. 27 Victims also frequently receive threats of assault, rape and murder from those viewing their images. 28 Many are even driven to suicide. 29 Misogynistic 'revenge porn websites' which specialise in archiving user-submitted images have also become increasingly common in tandem with the recent rise in 'popularity' of NCP. The creators of such websites seek to eroticise and commodify victim's distress by charging men for access to images and extorting victims for money to have their images removed. 30 While NCP can affect men, there appears to be no such websites specializing in images of men, arguably because it is not thought to be inherently degrading or humiliating for men to have sex. 31 These websites do not appear to be about images of naked women, since there are thousands on the Internet consensually, but rather, they are about relishing in the sexual violation of women.
Victim Blaming
Answers for Canadians", (2014) available at http://ohrh.law.ox.ac.uk/injustice-served-lori-douglas-case-leavesmore-questions-than-answers-for-canadians/ (accessed 9 November 2015). 23 Cross-Tab, "Online Reputation in a Connected World" (2010), p.3, available at http://www.jobhunt.org/guides/DPD_Online-Reputation-Research_overview.pdf (accessed 9 November 2015). 24 For example, the first person to be convicted under California's revenge porn law posted the image on the Facebook page of the victim's employer: see The Guardian, "California man first to be convicted under state's revenge porn law" (2014) available at http://www.theguardian.com/us-news/2014/dec/02/california-convictedrevenge-porn-law (accessed 9 November 2015).
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Reynolds v Times Newspapers [2001] 2 AC 127, Lord Nicholls at 201. 26 See note 13 (Citron) at p.375. 27 In a CCRI study, over 50% of victims reported that their images appeared next to their full name and social network profile -see D.K. Citron and M.A. Franks, "Criminalizing Revenge Porn" (2014) 49 Wake Forest Law Review 350. Many also attempt to trivialise the severity of NCP by arguing that it is the victim's fault for taking sexual photos in the first place. Needless to say, "don't take photos" is an inadequate solution. While some attempt to portray this advice as reasonable (based on the rationale that photos cannot be distributed if they do not exist), since it is primarily women targeted by NCP, the advice is really directed towards women, and aimed particularly at restricting their sexual behaviour. 33 Women should not be punished for exercising their right to sexual autonomy or blamed for trusting someone who later viciously betrays them. After all, it has been said that one of the purposes of domestic violence laws is to protect individuals against their misplaced trust. 34 In a similar fashion to many instances of sexual assault, women are expected to 'take responsibility' for their lawful personal choices, rather than placing responsibility on the perpetrator for their inexcusable actions. Even legal scholars have maintained that "the origin of these pictures may matter…" and that NCP is a "natural urge to 'set right' imbalances of virtue". 35 Although such advice is often well meaning, it is based upon problematic assumptions that it is the victim's responsibility to prevent harassment. 36 Additionally, it completely ignores the fact that NCP can often be the result of surreptitious surveillance.
Placing the blame on the individual depicted is also extremely harmful because it perpetuates a culture of victim blaming and "slut-shaming": the act of criticizing a woman for sexual activity to inflict shame upon her. This kind of mind-set can be said to stem from the belief that female sexuality itself is shameful. 37 Women are expected to "be desirable but not desiring", irrespective of the fact that shaming a person for consensual sexual activity is illogical. 38 Blaming the victim for the actions of the perpetrator contributes to these social mores and perpetuates gender inequality by reaffirming sexist double standards, where women are heavily criticised for sexual activity, while men are praised for virtually identical behaviour. Online sexual violence not only harms those targeted, but also adds to a culture that tolerates sexual abuse and holds women responsible for their own victimisation. 39 For example, authorities have often been shown to respond with a lack of concern when sexual images of a woman taken consensually are later shared against her will. 40 Whereas, images shared after being taken non-consensually tend to be taken seriously and are considered to be a serious infringement of sexual autonomy. 41 This arguably suggests an implicit endorsement of punishing 'immodesty'. Such a pattern of official disinterest in the plight of the victim, and implicit approval of stigmatisation and re-victimisation is not unique to NCP, but has been well documented in feminist research on sexual violence; it is said that many sexual crimes intend to isolate and to defile the victim, "so that she will be publicly stigmatized and scorned should the crime be disclosed". 42
Contextual Consent
Privacy "is not simply an absence of information about us in the minds of others; rather it is the control we have over information about ourselves". 43
Another seemingly reasonable argument put forward is that when a person shares a sexual image with someone else, they have reduced their reasonable expectation of privacy. Nonetheless, a person's expectation of privacy is not reduced when an image is consensually shared with someone else, since his or her consent was premised on the expectation that the image would remain private. Consent is not an on/off switch 44 , and sharing an image with a trusted confidant should not be equated to consent for it to be exposed to the public at large. 45 Such a refusal to recognise the contextual nature of consent seems closely tied to traditional, idiosyncratic views about sex, where a victim's consent in one context is taken as consent for other contexts. 46 It is the same dangerous mentality that has historically been used against victims of sexual assault, where a victim's sexual history is used in an attempt to undermine the possibility of his/her lack of consent. 47
Outside of sexual practices, it is widely accepted that consent is context-specific and that information is rarely wholly private or wholly public. An illustration of this lack of value placed on sexual consent is the recent dissemination of sexual images of celebrities stolen by hackers, often referred to as a "nude leak scandal". 48 The fact that the conversation is primarily focused on nude photos, rather than on the sexual violation of a woman who has 40 See note 20 (Salter and Crofts) at p.233; see note 28 (Citron) at p.83 & 86. 48 The Independent, "The Fappening: Jennifer Lawrence and Kate Upton nude leak scandal has significantly changed global sexting habits" (2015) available at http://www.independent.co.uk/life-style/gadgets-andtech/the-fappening-jennifer-lawrence-and-kate-upton-nude-leak-scandal-has-significantly-changed-global-10120192.html (accessed 9 November 2015).
forcefully had her naked body displayed to the world, powerfully reflects how consent and female sexuality is regarded by society. Many do not feel uncomfortable looking at these images, despite the fact that anyone viewing, sharing, or promoting NCP could be considered to be actively participating in the sexual violation of another person. The wrongdoings undergirding sexual assault -lack of consent, violation of sexual autonomy and objectification -are the same wrongs present in the dissemination of NCP.
Objectification
Objectification has long been a cherished feminist concept and considered as a central dynamic of gender inequality. 49 It describes the reduction of women to objects existing purely for men's use and pleasure, which is precisely what NCP seeks to do -identify a person by their body parts to make them feel like a thing which can be easily violated and used by strangers. Public objectification such as this can also be regarded as a form of shame punishment, 50 and extreme objectification often takes the form of rape fantasies (often directed towards victims of NCP), where pleasure is derived from the violent violation of a person's autonomy. 51 Due to the harms that can result from objectification, links have been drawn between pornography and discriminatory practices against women. 52 Therefore, it is not unreasonable to suggest that turning women into objects of pornography against their will may further contribute to gender inequality. MacKinnon's critique of pornography seems even more relevant today with regards to NCP; it is the dehumanization and violation of women that makes it 'sexy'. 53
Should 'Revenge Porn' be Criminalised?
While it is clear that the serious harms caused by NCP merit its regulation, there is disagreement as to whether criminalising the behaviour is the most appropriate method. Perhaps the most common argument put forward against criminalisation is that it is unnecessary, since existing remedies could tackle the problem. 54 Nonetheless, it is questionable whether existing offences can be truly effective in providing redress for victims. The current legal framework will be examined to establish whether a specific offence is necessary to tackle NCP in Scotland. Breach of confidence seeks to protect violations "of a citizen's autonomy, dignity and selfesteem" 55 and may offer a remedy for victims of NCP. Essentially, the court would consider whether the subject had a reasonable expectation that the images would remain private and confidential. 56 NCP could meet this requirement, since sexual images shared privately with a partner are not readily available in the public domain. Photographs in particular are an intrusive medium, "affording viewers the opportunity to minutely focus on the most intimate details of an individual's private life". 57 However, common law remedies offer little scope to save the victim's pain, humiliation and expense -damages cannot be quantified to alleviate the suffering inflicted on the claimant. Victims would also be powerless to prevent publication of the images from the outset, so an interdict would be of limited value when the victim's images have already been circulated online.
Critique of Civil Remedies

Copyright
Some commentators believe that copyright law could be the most efficient method for victims of NCP to have their images removed. 58 While in theory, using copyright to file a takedown notice with the hosting website could be the most straightforward means of removal, in reality this solution is illusory. A survey has suggested that 80% of images distributed non-consensually are "selfies", where the victim owns copyright as 'author' of the work. 59 Therefore, for many victims, copyright is not a solution.
Even for victims who own the copyright, image removal is not a quick process. During the takedown delay, which could be a number of weeks, images may be re-published elsewhere, and takedown notices can be ignored or rejected without explanation. 60 Many sites simply ignore removal requests entirely because they know that the average complainant cannot afford to pursue litigation; Google, for example, received over 34,000,000 URL removal requests in one month alone. 61 Copyright experts have also objected that expansion in this way is an undesirable deviation from the proper goals of the doctrine, since copyright law was not designed to supress content, but rather to stimulate the creation of new works by ensuring fair compensation for creators. 62 The suggestion that copyright law is an adequate response to NCP mischaracterises the harm as one of property rights rather than a sexual violation -distorting copyright law is an inappropriate solution to the problem. 63
Data Protection
Data subjects have the right to prevent the processing of data likely to cause damage or distress, particularly 'sensitive data' such as sexual images. 64 After receiving notice, the data controller must comply with the subject's request within 21 days, or state intention to comply. 65 Otherwise, the data subject may apply to the court. The "right to be forgotten" is another potential remedy available under data protection law, allowing individuals to have links erased from search engines. 66 It has been described as "a godsend to revenge porn victims" because when a link is wiped from Google's index, "the content essentially ceases to exist". 67 While 'the right to forget' may appear to be a promising solution, the images themselves actually remain untouched. What is removed is a link in the search engine's index, meaning that certain material will not be shown in search results. Therefore, it could still be extremely easy for images of a specific individual to be found, simply by using a foreign search engine or a search function within a 'revenge porn' website. A recent report published by the House of Lords EU Committee criticised the impracticality of the 'right to forget', saying that it is "at best a right to make information less easily accessible; at worst it may achieve the opposite of what was desired". 68
Limitations of Civil Remedies
While civil law can offer modest deterrence and redress, in reality, practical issues render these remedies more theoretical than real. Since such remedies may only be utilised after the event has occurred, they cannot prevent the publication of images from the outset. Additionally, none of the remedies can be truly successful in removing the images from the Internet, which is the outcome that most victims desire. In any case, civil litigation is extremely expensive and time-consuming, and generally requires the claimant to fund the cost of litigation from the outset. While celebrities may have the financial capabilities to instigate civil proceedings, the vast majority of victims do not have such financial freedom, making this route inaccessible. 69 Even for those who can afford litigation, if the perpetrator has few assets, this will provide little reward. Those affected may also be reluctant to sue for fear of unleashing more unwanted publicity 70 , which often results in re-victimisation. 71 Therefore, civil remedies cannot be reasonably considered as an adequate solution.
Critique of Criminal Offences
Offensive Communications
Perpetrators of NCP may be prosecuted for sending material of a "grossly offensive or of an indecent, obscene or menacing character". 72 However, a high threshold test must be met before communications will amount to criminal conduct, 73 so unless of an extreme nature or accompanied by serious threats, NCP is unlikely to fall within the sphere of this statute. 74 Additionally, this provision has been criticised for its vague ambit and unpredictability, 75 since the offence covers a wider set of circumstances than originally anticipated. The wording of the provision can be traced back to s.10(2) of the Post Office (Amendment) Act 1935, which intended to regulate one-to-one communications and to safeguard public utilities built with public money. 76 Such a justification for the broad ambit of s.127 no longer exists for communications transmitted over privately owned, publicly accessed websites, but the act is nonetheless applied in these circumstances. Expanding the legislation further to cover more conduct out-with its intended purpose is therefore undesirable.
Harassment and Stalking
NCP distributors may also be prosecuted under stalking 77 and harassment 78 laws, as recently confirmed by COPFS guidance, which says there is a strong presumption in favour of instigating proceedings where there is sufficient evidence. 79 The devastating impact of NCP has also been recognised, alongside the fact that such harassment may constitute domestic abuse. 80 Nonetheless, sufficiency of evidence as required by the acts is often difficult to establish, since the finding of a 'course of conduct', which must amount to at least two occasions, is central to successful prosecutions. 81 Even in cases involving two or more 70 A Kitchen, "The Need to Criminalize Revenge Porn: How a Law Protecting Victims Can Avoid Running Afoul of the First Amendment" (2015), 90 Chicago-Kent Law Review 247-300 at2 51. 71 For example, a woman who sued 'PinkMeth' was then "featured" on the website's homepage, causing her name and photos to be spread more widely: see M.J. Matorin, 'In the real world, revenge porn is far worse than making it illegal' (2013) available at http://talkingpointsmemo.com/cafe/our-current-law-is-completelyinadequate-for-dealing-with-revenge-porn (accessed 9 November 2015). incidents, this alone has been insufficient to constitute a course of conduct. 82 Although some distribution cases will qualify as harassment, stalking, or domestic abuse, the viral spread of an image online tends to result from the Internet's amplification of one single act, which cannot be protected by harassment and stalking laws. 83
Threatening or Abusive Behaviour
Alternatively, perpetrators of NCP may be (and have been), convicted of "threatening or abusive behaviour". 84 A course of conduct is not necessary, since single acts are covered by the legislation, and it is required that the behaviour would be likely to cause a reasonable person to suffer fear or alarm. 85 However, this offence was established to allow for the prosecution of miscellaneous disorderly conduct crimes that could no longer be prosecuted under the common law offence 'breach of the peace'. 86 Since it was not designed for the Internet, many victims may be unaware that this offence can be utilised to prosecute NCP.
Not only this, but prosecutions will largely depend on the victim's complaints being taken seriously, yet evidence of apathy from local police and law enforcement to complaints of harassment, stalking, and abusive behaviour has been documented extensively. 87 Since prosecutors are generally unwilling to pursue NCP perpetrators under these laws, it should be considered whether claims would be taken more seriously if the behaviour was framed as a sexual crime, and the fundamental harms involved in the offence were addressed. This idea will be explored further in section 2.4, which outlines why a new offence targeting NCP may be desirable.
Arguments Against Criminalisation
Over-criminalisation
A new criminal offence addressing NCP is commonly thought to be undesirable since it could result in over-criminalisation. 88 Over-criminalisation occurs when growing types of conduct become criminalised, making it difficult for the average person to know the law, thus frustrating the supposed deterrence effect of criminal law. 89 "Once everything wrongful is made criminal, society's ability to reserve special condemnation for some forms of misconduct is… lost." 90 However, stating that certain behaviour should not be criminalised because too many other types of conduct are already criminalised is at best a non sequitur. 91 While over-criminalisation may be a problem in some areas of law, for example drug offences, the same cannot be said for sexual violations causing serious harms, such as NCP. 92 It has also been argued that criminalising NCP exemplifies 'crime du jour' legislation, where a kneejerk reaction fuelled by media coverage and public outcry leads to higher penalties for 'less serious' crimes, creating disproportionality between the wrong and the punishment. 93 Such legislation "ends up undermining the criminal code rather than improving it". 94 However, public outcry from numerous campaigns, media outlets, and victims themselves arguably highlights the inadequacy of the multiplicity of overlapping offences in place. Additionally, the reasons NCP should not be considered a "less serious" crime have been outlined; such an objection is arguably another way of trivialising an issue primarily affecting women. 95 A similar argument is that we should resist reflexively crafting new legislation to address societal problems that are not unique to the Internet. 96 However, a well-drafted law would not be restricted to online images. 97 Although the Internet transformed NCP into a widespread, visible problem, it is likely to have always existed on a small scale in more traditional forms. Sexual violations are worthy of legislative action, whether occurring online or offline.
Freedom of Expression
Freedom of expression is often referenced in an attempt to justify NCP's legality. 98 ECHR Article 10 states that everyone has the right to freedom of expression, including expressions "that offend, shock, or disturb…" 99 However, the exercise of these freedoms is not an absolute right, but "subject to such formalities, conditions, restrictions or penalties… for the protection of the reputation or rights of others, for preventing the disclosure of information received in confidence…" 100 Freedom of expression is not a blanket protection for malicious conduct lacking literary, artistic, political or scientific value simply because it contains an expressive dimension.
Contrary to this free speech rhetoric, a law restricting disclosure of private sexual images could in fact serve important speech enhancing functions. 101 speech' justifications for NCP, a woman's right to self-expression is "less important than a man's right to punish her for that self-expression". 102 The 'right' to publish sexual images without the subject's consent should not outweigh an individual's right to respect for family and private life, autonomy and dignity in this context. 'Free speech' aiming to humiliate, shame, and silence women should not be deemed worthy of legal protection, since it contributes to a culture in which violence against women is normalised. It is so valueless that there is a compelling interest in restricting it. 103
Benefits of Criminalisation
Deterrence
"The Internet never forgets." 104 Perhaps the primary issue with existing legal remedies is that they may only be utilised after content has been circulated online; publication is not prevented from the outset. 105 Once an image is online, it is virtually impossible to remove, so preventing the conduct from occurring in the first place must be paramount. Recent non-consensual distribution of celebrities' images highlights this issue. Although they, more than anyone, have the financial resources and power to have content removed, a huge portion of the world have viewed their images. Many viewers will have these photos saved, which could be spread online once again at any point.
The recent rise of NCP is also likely to be related to the fact that perpetrators have little incentive to refrain from such behaviour. Distributors are unlikely to fear a course of action that is unlikely to materialise, such as being sued, but they would perhaps be afraid of a criminal conviction, since "that shows up on their record forever". 106 Given the inherent failure of the current legal framework in adequately protecting victims, it seems that deterrence may only be achieved by a new criminal offence. This is partly due to the stigma that attaches to criminal sanctions, which would serve important expressive values by conveying social condemnation to those who distribute sexual images without consent. 107
The Expressive Function of Law
An important aspect of criminal law is this expressive function; it creates and shapes social mores, guiding people in their choices by setting out authoritative norms for behaviour. 108 Criminalising NCP could be the most powerful force in sending the clear message that such egregious violations of sexual autonomy are unacceptable and deserving of punishment. 109 Criminalisation would recognise the destructive consequences of NCP and challenge harmful, out-dated attitudes by reconceptualising it as a sexual violation. The lack of legislative action thus far could be said to imply that such behaviour should be tolerated.
In fulfilling its expressive function, criminal law must also adhere to the principle of 'fair labelling', which states that the law should fairly capture distinctions between types of wrongdoing in order to symbolise the appropriate level of condemnation to be attributed to the offender. 110 Some criminal theorists go so far as to argue that fair labelling is crucial for determining just punishment. 111 Since society's concept of what conduct is 'criminal' changes over time, particularly when technological advances create new ways for crimes to be carried out, fair labelling requires the creation of an appropriately defined crime to reflect it. 112 This highlights an aspect absent from existing methods of regulation; emphasis on the 'type of wrongdoing' pervading NCP. A new offence should therefore address and punish its true harms -sexual violation, lack of consent, and objectification -the same harms animating the majority of sexual offences.
Criminalisation: A Comparative Analysis
Since it has been established that existing remedies do not provide adequate redress for NCP victims in Scotland and that criminalising such behaviour may be advantageous, it is crucial to explore how this should be done. The successes and failures of laws addressing NCP in other jurisdictions will therefore be analysed, in order to outline how a law ought to be effectively drafted in Scotland.
England and Wales
An amendment to the Criminal Justice and Courts Act criminalises NCP in England and Wales as of Spring 2015. 113 Those found guilty will face a fine and/or a maximum of two years in prison. Since there is a high probability that in the event of criminalisation, Scotland may adopt an approach similar to England and Wales, it is perhaps the most relevant legislation to critique.
For an offence to be committed, a "private sexual photograph or film" must be disclosed without the subject's consent, "with the intention of causing that individual distress". 114 However, NCP is not only disseminated in the context of 'revenge', where the perpetrator's intend to cause the victim harm. Perpetrators may be driven by a multitude of varying motivations: for money, entertainment, sexual gratification, notoriety, or even for no particular reason. This further highlights why the term 'revenge porn' may be undesirable, it 109 See note 13 (Citron) at p.377. not only trivialises a serious offense, but is arguably partially to blame for misguided intent requirements being drafted into law. While it is crucial that the actus reus and the mens rea are clearly stated, this requirement arbitrarily distinguishes between perpetrators motivated by a desire to harm the victim, and those motivated by other reasons, although the ultimate effects remain the same. 115 A pertinent example of this is the recent disclosure of images of celebrities; the distributor's motive in this case was to gain online currency; any distress caused was a mere side effect. 116 Additionally, the Act states that the defendant is not presumed to have intended to cause distress "merely because that was a natural and probable consequence of the disclosure", implying that the burden of proof lies with the victim. 117 Proving a person's intentions may be extremely difficult, and could create a loophole in the law for defendants seeking to avoid culpability. Since the significant element is lack of consent, it should suffice that the perpetrator ought to have reasonably known that consent was lacking. Intent would thus be found for reckless disclosures, making it the perpetrator's responsibility to obtain affirmative consent prior to distribution. 118 An offence in Scotland should adopt such an approach. 119
The Act defines private as "something that is not of a kind ordinarily seen in public". 120 The accompanying explanatory notes state that this definition seeks to exclude 'sexual' acts that would normally be seen in public, such as people kissing. However, this definition is fairly ambiguous and appears to be borrowed from the voyeurism provision within the Sexual Offences Act 2003. 121 The term 'reasonable expectation of privacy' may be more appropriate since it is widely used in legal reasoning, and privacy can be reasonably expected even in public or semi-public spaces, particularly when the activity is inherently private. 122 Consent to the recording of a private act in a public place would not be equated with consent to the wide distribution of said recording.
The definition of sexual is fairly expansive; specific exposed body parts are outlined, and a reasonable person standard is also incorporated to cover an image that is sexual "because of its nature" or because of its content "taken as a whole". 123 A sexual image therefore does not necessarily require nudity, for example, an image of a fully clothed person performing a sex act would be included. Similar wording should be adopted in Scotland to ensure that all sexual conduct is protected. 124 Circumstances are also outlined where an image containing private/sexual content will be excluded from being regarded as 'private and sexual' for the purposes of the offence. 125 For example, a pornographic image with the victim's face superimposed onto it would be excluded from the Act's ambit. A similar exception could be adopted in Scotland, since such images that technically contain private/sexual content do not violate a person's sexual autonomy. 126 Three defences are set out in the Act. Firstly, it is a defence to show reasonable belief that the disclosure was "necessary for the purposes of preventing, detecting or investigating crime", which seemingly aims to allow for cooperation with law enforcement during criminal investigations. 127 Secondly, it is a defence to show reasonable belief that an image published in journalistic material is in the public interest. 128 Finally, it is a defence to show reasonable belief that the image had been previously disclosed for reward "either by the individual depicted or by another", and that there was no reason to believe that the disclosure was made without consent. 129 This section is designed to protect those who distribute what they thought to be commercial pornography. 130 Although these provisions seem fair, a 'reasonable belief' is established for the second and third defences if evidence is adduced "to raise an issue with the respect to it, and the contrary is not proved beyond reasonable doubt". 131 This means that the victim would need to prove that the perpetrator could not have reasonably believed that the image had previously been disclosed consensually for reward. This may be an unfair burden of proof to place on the complainant, since it could be difficult to demonstrate that a reasonable person would not have presumed that the victim consented to distribution. If NCP is criminalised in Scotland, it should be the defendant's responsibility to prove that they reasonably believed the victim had consented and the burden of proof should not be placed on the victim. 132
Schedule 8 of the Act extends liability to providers of information society services established in England and Wales, which adopts a 'notice and takedown' approach mirroring the E-Commerce Directive. 133 Exceptions are granted provided that certain conditions are met. For example, Internet Service Providers (ISPs) hosting content can avoid liability if they act expeditiously to disable access to the image after obtaining knowledge of its illegality. 134 Hopefully this schedule will be useful in aiding the removal of victim's images from the Internet, and Scotland should consider a similar approach. Although it is limited in effectiveness since it cannot apply to ISPs out-with England and Wales, swift responses from hosting websites may help diminish the gravity of this issue. Prominent social media websites have recently recognised NCP as a form of sexual violence in their user policies, stating that those who share images without permission will have their account restricted or removed. 135 There are other aspects of the approach taken in England and Wales that Scotland may want to take note of when considering criminalisation. The UK Government have launched a 'revenge porn helpline', providing victims with free, confidential advice on available remedies. 136 The helpline liaises with law enforcement and media companies to remove illegal postings where possible, and directs victims to other support services. In the helpline's first six months, over 1,800 calls have been taken, so it appears to be a positive step that is encouraging victims to report offences. 137
The USA
The USA has been leading the way for criminalization of NCP, with states enacting legislation against the conduct from 2013 onwards. However, several of America's legislative attempts have been criticised for being under-inclusive in terms of the type of images covered. 138 State legislation may also be limited in effectiveness in the absence of a Federal law, due to ISP immunity within the Communications Decency Act. 139 Nonetheless, it is helpful to explore approaches taken in the US in order to highlight issues to avoid, and efforts that could be adopted in Scotland.
California
California's first NCP law enacted, Senate Bill 255, 140 was written very narrowly; it applied only to a person who creates an image and subsequently distributes it, thus leaving 'selfies' unprotected and potentially covering only 17% of victims. 141 A law excluding victims who took the image themselves could contribute to harmful victim-blaming mentalities, as discussed previously. 142 The wording also created multiple other loopholes and was heavily criticised by commentators. 143 For instance, redistributed images, and those obtained via theft/hacking would also be excluded from the legislation's ambit. 144 Fortunately, these criticisms were reflected upon, and an amendment was introduced to broaden the law, which now includes 'selfies' and redistribution. 145 Nonetheless, several problematic aspects of the amended Californian law remain that Scots law should aim to avoid. In a similar fashion to England and Wales', California's bill requires that the perpetrator knows or should have known that distribution of the image would cause the victim "serious emotional distress", and the depicted person must have subsequently suffered that distress. 146 This element has been criticised by scholars for the same reasons highlighted in respect to the Criminal Justice and Courts Bill -it narrows the ambit of the law unnecessarily. 147
California's statute also only applies in circumstances where the parties "agree or understand that the image shall remain private", but no guidance is provided in finding what constitutes an agreement or understanding. 148 The loose wording used here means that the statute is unlikely to be applied to an image distributed recklessly, even when the perpetrator knew or should have reasonably known that the subject did not consent. Scots law should aim to avoid this kind of wording since it could make convictions difficult or even impossible; the burden of proof should be on the defendant to show that explicit consent was obtained. 149
Lastly, those prosecuted under Californian law are found to be guilty of disorderly conduct (a misdemeanour), punishable by up to six months in prison and a $1,000 fine. Such a penalty is arguably weak, and potentially ineffective as a deterrent. 150 Since one of the primary purposes of criminal law is deterrence, harsher punishment may be necessary. 151 In the event that Scotland criminalises NCP, harsher penalties should perhaps be considered. 152
Illinois
Perhaps one of the seemingly most effective NCP laws implemented in the US so far is that of Illinois, 153 modelled after legislation drafted by Professor Mary Anne Franks. 154 It categorises NCP as a Class 4 Felony offence, punishable by up to three years in prison and a fine of up to $25,000; 155 a fairly harsh punishment, which should sufficiently deter potential perpetrators. The Bill also provides restitution to victims and requires the perpetrator to forfeit any profits derived from the distribution of the material. 156
Illinois' law makes prosecuting NCP distributors easier because it doesn't require proof of intent to cause harm. The bill is also not only applicable to the original perpetrator; instead, the law targets downstream distributors using a 'reasonable person' standard to find whether the perpetrator knew or ought to have known that the person depicted did not consent to dissemination. 157 This provision helps prevent material from being circulated online when it is clear that consent is lacking, giving priority to the harm done to victims, rather than protecting those who recklessly distribute second-hand images. Scotland may want to adopt a similar reasonable person standard to include reckless distribution. 158 Several exemptions are laid out in Illinois' legislation, which bear similarities to England and Wales' defences. However, images involving "voluntary exposure in public or commercial settings" are also exempt from the provisions. 159 Although this may appear to be equivalent to the 'disclosure for reward' defence, the 'public' element could potentially raise issues. For example, consent to the recording of a sexual act in a technically 'public' place is not the same as consent to wide distribution of that recording. Once again, lack of consent to dissemination should be the primary feature of the offence, so this type of defence should not be adopted in Scotland.
Israel
Israel is the first jurisdiction to recognise those targeted by NCP as victims of sexual harassment. 160 The legislation was codified as an amendment to Israel's Prevention of Sexual Harassment law, 161 which criminalises the distribution of an image that focuses on a person's sexuality if it is done without the subject's consent, under circumstances that are likely to degrade or humiliate him/her. 162 This wording seems to be sufficiently inclusive, since reckless acts are covered and intent to cause distress is not required.
Offenders are punishable by up to five years imprisonment, and the victim can also subject the perpetrator to civil liability. 163 A court may award compensation of up to NIS 50,000, without the need to prove concrete damage caused to the victim, and higher compensation may be awarded if damage is proven. 164 The law also states that courts should not impose any burdens of proof on victims that may deter them from filing actions. 165 Scotland should also adopt an approach that provides appropriate punishment 166 and encourages victims to come forward. 167 A controversial aspect of classing NCP as a form sexual harassment is that perpetrators will be classed as sexual offenders. In Scotland, a person sentenced to more than two and a half years imprisonment for a relevant sexual offence is required to sign the sex offender's register for an indefinite period. 168 This raises a number of issues, since adolescents who foolishly share an image online could potentially be labelled a sex offender for years later. 169 However, it is common for an offender to be subject to notification requirements only if certain conditions are fulfilled, for example, if he/she was over 18 at the time of the offence. If NCP is defined as a sexual offence in Scotland, a similar condition could be attached to notification requirements. From a more positive perspective, the stigma that tends to be associated with registered sex offenders may act as a further deterrent.
Another advantage is that victims would be regarded as 'vulnerable witnesses', 170 and can therefore be granted automatic protections in court and an anonymity order. 171 Although anonymity may be of limited value in some cases, it could be incredibly valuable in encouraging victims to come forward. For example, news articles reporting convictions of NCP under the Malicious Communications Act 1998 have often named the victim, risking exacerbating the problem and aiding further re-victimisation. 172 As previously discussed, labelling NCP as a sexual offence could also be crucial to emphasise the type of wrongdoing pervading the offence.
Conclusion
Ultimately, NCP appears to be indicative of a broader misogynistic culture in which disrespect for women's sexual privacy is endemic. Until attitudes towards women and consent are transformed, and harmful cultural norms are effectively tackled, it seems that the problem may persist. Nonetheless, since the law can be said to reflect cultural values about female sexuality, 173 it should no longer tolerate sexual violations online. Scotland's current legislative framework is not sufficiently tailored to protect victims adequately, and it is clear that action must be taken. Although NCP is unlikely to be eradicated by any one measure, criminalisation seems the most worthwhile method of deterring perpetrators and acknowledging its detrimental impact on gender equality. This form of 'cyber misogyny' should be treated as the harmful, discriminatory conduct that it is to prevent the normalisation of non-consensual sexual activity and to empower victims to demand redress and accountability.
Distribution of NCP should therefore be established as a sexual offence in Scotland. Appendix A outlines recommendations as to how this legislation should be effectively drafted, in the form of an amendment to the Sexual Offences (Scotland) Act 2009. The successes and failures of legislation enacted in other jurisdictions have been considered in establishing this draft, which seeks to emulate effective aspects of these statutes, while acknowledging scholarly critiques in endeavouring to improve upon them. The legislation aims to be broad enough to encompass the vast majority of victims; it covers online and offline distribution, relevant terms are broadly defined to encompass varieties of offending material and methods of distribution. Intent to cause distress is not necessary allowing protection from reckless distribution. Defences are outlined to protect innocuous distributors. It also provides sufficiently harsh penalties, allows for the destruction of offending images, and requires the forfeiture of profits from perpetrators. Primarily, it aims to define NCP as a sexual violation and emphasises the importance of obtaining affirmative consent prior to distribution, placing the burden of proof on the perpetrator.
